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Executive 
Summary
The era of AI is here, and it’s reshaping 
the rules of IT operations, security, and 
enterprise infrastructure. This guide equips 
your department with a strategic roadmap 
for transforming into a key driver of the 
Frontier Firm, a business that blends human 
ingenuity with AI to outpace the market. 
It is designed to move you from theory 
to action, equipping your team with the 
framework to lead the IT department's AI 
transformation with confidence and control.

What You Can Expect:

	▪ The Strategic Imperative (The Why):  
A clear, data-driven analysis of why 
the shift to an AI-powered operating 
model is an urgent necessity for your IT 
department. This section outlines the 
risks of inaction, from rising technical 
debt and slow issue resolution to 
critical security vulnerabilities, and the 
profound strategic impact AI will have 
on your core IT objectives. 

	▪ The Transformation Engine (The What): 
A tiered overview of the Microsoft 
AI ecosystem, from the foundational 
power of Microsoft 365 Copilot to the 
advanced capabilities of custom-built 
intelligent agents. It provides a clear path 
from augmenting IT administration to 
automating core processes like helpdesk 
triage and infrastructure management.

	▪ The Execution Guide (The How):  
An actionable, five-step plan to govern 
your AI adoption securely, measure 
its ROI through clear IT-centric KPIs, 
empower your team to master the 
tools, and scale your successes across 
the IT function to achieve lasting 
transformation.

Ready to Become a Frontier Firm?

Are you ready to lead the change? This 
guide shows you why now is the moment 
to act, what it takes to build an AI-powered 
operating model, and how you can scale 
success across your department.
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Part I 
– 

The Strategic Imperative:  
Redefining IT in  
the Age of AI
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The role of the IT function is undergoing 
a profound shift, moving from a cost 
center focused on "keeping the lights on" 
to the strategic backbone of the modern 
enterprise. The pace of change, from 
managing complex cloud ecosystems 
to defending against sophisticated 
cybersecurity threats, demands more 
than incremental efficiency; it requires a 
fundamental transformation in how we 
build, manage, and secure our digital 
estate. 

Breakthroughs in AI are reshaping service 
delivery, infrastructure management, 
and application development at 
unprecedented speed, with so-called 
Frontier Firms setting new benchmarks for 
operational resilience and agility. IT teams 
that fail to harness these capabilities risk 
being buried under technical debt, while 
those who embrace AI-driven strategies 
will become the architects of the secure, 
intelligent, and scalable enterprise of the 
future. This section outlines the strategic 
imperative for this transformation and  
why your IT team must act now.

The IT Guide 6



The New 
Blueprint: What is 
a Frontier Firm?
A Frontier Firm is a new organizational 
blueprint where human ambition and 
ingenuity are amplified by AI-powered 
agents to redefine work, accelerate 
innovation, and create unprecedented 
value. It represents a strategic shift beyond 
simply adopting AI as a tool. Instead, it 
involves rebuilding core processes around 
a collaborative workforce of human talent 
and intelligent agents. Ultimately, this 
new blueprint gives leaders the power to 
transform the organization's cost-base and 
build operating models defined by speed, 
efficiency, and elasticity.

What This Means for IT

In this model, systems are AI-operated 
but remain human-led. The role of the IT 
department evolves from reactive problem-
solver to architect of the enterprise's digital 
nervous system. This means charting the 
course for a new world of work, continuously 
surfacing opportunities to improve security 
posture and operational efficiency, and 
mobilizing resources to build a truly AI-native 
infrastructure. Leadership in the era of the 
Frontier Firm means underwriting disciplined 
experimentation with new automation and 
security protocols, accelerating what wins 
to enterprise scale, and institutionalizing 
innovation as a core capability, blending 
machine intelligence for speed and scale with 
human judgment for architecture, security, 
and purpose. It is the new paradigm for high-
performing organizations.
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This urgency is driven by a widening 
capacity gap. Demands for faster service, 
more robust security, and seamless digital 
experiences are accelerating, yet your 
teams are often consumed by manual 
ticket resolution, repetitive maintenance 
tasks, and complex troubleshooting. The 
status quo is unsustainable. The cost of 
inaction is being outpaced by security 
threats that evolve faster than human 
response times and by competitors who 
are leveraging AI to build more resilient 
and efficient operations.

81%  
expect AI agents to be moderately 
or extensively integrated into their 
company’s AI strategy within the 

next 12 to 18 months.

82%  
of leaders agree that now is the 
pivotal time to rethink strategy 

and operations.

The Urgency:  
Why IT Teams 
Must Act Now
 
The pressure to evolve is no longer a future 
concern; it is a present-day reality for every 
IT department. Your function is at the center 
of managing critical business challenges, 
from the explosion of "shadow AI" 
brought in by employees to the increasing 
complexity of ensuring compliance and 
security across hybrid environments. The 
data confirms this urgency: according to 
the Work Trend Index 2025*, 82% of leaders 
agree that now is the pivotal time to rethink 
strategy and operations. Furthermore, 
81% expect AI agents to be moderately or 
extensively integrated into their company’s 
AI strategy within the next 12 to 18 months.

* �Microsoft Work Trend Index Annual Report from 2025: 
“2025: The year the Frontier Firm is born”
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For every $1 a company invests 
in generative Al, the return on 
investment (ROI) is $3.7x$

The Promise: AI’s 
Strategic Impact on  
Core IT Objectives
It is the robust implementation of Microsoft 
365 Copilot and AI Agents, not just their 
presence, that unlocks the strategic 
pathway to becoming a Frontier Firm. By 
embedding these capabilities deeply into 
your IT workflows and culture, you empower 
proactive strategy, drive continuous 
improvement, and can directly impact your 
department's most critical objectives:

	▪ Elevate the Employee Experience  
with Self-Service:  
Move beyond reactive helpdesks by 
providing employees with AI-powered 
agents that can instantly resolve common 
IT issues, from password resets to 
software access requests. This frees up 
your skilled technicians from high-volume, 
low-complexity tickets, allowing them to 
focus on critical infrastructure challenges. 

	▪ Strengthen Security and Compliance 
Posture:   
Automate the monitoring of security 
alerts, the generation of compliance 
reports, and the initial triage of potential 
threats. Use AI to identify vulnerabilities and 
ensure adherence to complex regulatory 

requirements, building a more proactive and 
defensible security framework. 

	▪ Accelerate Application Modernization 
and Development 
Empower your developers with AI tools 
that can automate code conversion, 
streamline debugging, and simplify 
the management of identity lifecycles. 
This allows you to modernize legacy 
applications faster and build new, secure 
solutions with greater efficiency. 

	▪ Optimize IT Operations and Reduce Costs:  
Streamline core processes like device 
management, outage communications, 
and infrastructure monitoring. AI provides 
the capability to automate routine 
maintenance, predict system failures before 
they occur, and make more informed 
decisions about resource allocation,  
directly reducing operational costs. 

For every $1 invested in generative AI, Frontier  
Firms with a structured AI transformation 
strategy achieve 3.7x ROI**. The focus is on 
driving measurable outcomes, like reduced 
ticket resolution times and lower operational 
costs, and positioning the IT department as a  
strategic accelerator for the entire organization.

** �IDC’s 2024 AI opportunity study:  
Top five AI trends to watch – The Official Microsoft Blog
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Decision Latency 

This measures how quickly 
your organization moves 
from insight to action. For 
IT, it is the tangible pace 
of your average ticket 
resolution time or the 
speed at which you can 
remediate a critical security 
vulnerability. The essential 
question to ask is: At what 
speed would a Frontier  
Firm operate?

Data Coverage & Freshness

How comprehensive 
and accessible are your 
infrastructure logs, ticketing 
data, and knowledge 
bases? Assess whether 
your team has the real-time 
data needed for proactive 
monitoring and rapid 
troubleshooting.

Adoption Depth 

How deeply integrated is 
AI across your IT teams 
today? Evaluate whether it 
is used for isolated tasks, 
like drafting an outage 
notification, or as a core 
part of strategic workflows 
like threat hunting or 
infrastructure management. 
Also consider: What 
proportion of your team's 
time is spent on manual, 
repetitive tickets, and what 
is your strategy for how AI 
can eliminate it?

Measuring Your Starting Point for Transformation

As you begin this journey, reflect on your department's current position.  
These three yardsticks provide a simple framework for self-assessment:
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Part II 
– 

The Transformation Engine: 
From AI Assistant to  
Agentic Workforce
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Understanding the strategic imperative is 
the first step. Now, we explore the engine 
that powers this transformation. This 
section details the tiered capabilities of 
Microsoft 365 Copilot, presenting a clear 
journey from foundational AI assistance 
that boosts individual productivity to a 
fully empowered, agentic workforce that 
can automate core IT processes. This is 
the "what", the technology that enables 
your IT department to become a key 
driver of the Frontier Firm. 

Level 1: 
Foundational AI 
with Microsoft 365 
Copilot – Your Fully 
Featured, Work-
grounded AI Tool
The first level of transformation is about 
empowering every individual in your 
department with a secure, powerful AI 
assistant integrated directly into their daily 
workflows. This is the foundation upon 
which all other AI initiatives are built. By 
providing a sanctioned, enterprise-grade 
solution, you regain control over the 
digital environment and reduce the risks 
of employees turning to non-sanctioned 
AI tools, with the resulting data protection 
and security implications.

Copilot Chat: Your Secure, In-flow Assistant

Copilot Chat is your accessible gateway to 
AI, seamlessly integrated into the Microsoft 
365 applications your IT team uses every 
day. It empowers your team to get answers, 
generate content, and automate tasks, all 
within the natural flow of their work. This 
unified experience across Word, Excel, 
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PowerPoint, and Teams transforms AI into an 
intuitive extension of your IT operations.

Powered by the latest models like GPT-5, 
Microsoft 365 Copilot intelligently adapts 
its approach. It delivers quick, succinct 
responses for routine queries like drafting 
an outage notification, while applying 
deep, multi-step reasoning for complex 
strategic tasks like creating a project plan 
for a new software deployment. This 
ensures your team receives both speed 
and depth, tailored precisely to the needs 
of modern IT. Beyond flexibility, the paid 
version of Microsoft 365 Copilot unlocks 
the full enterprise value proposition: 
advanced security and compliance features, 
deep integration with your organization’s 
data estate, and premium capabilities for 
governance and lifecycle management.

Researcher & Analyst: Accelerating 
Technical Research & Operational 
Insights

For IT professionals, accurate information 
is the bedrock of effective problem-
solving. Microsoft 365 Copilot includes 
specialized agents designed to provide 
just that. The Researcher agent excels at 
synthesizing vast amounts of information 

from internal knowledge bases and 
external technical documentation, making 
it ideal for troubleshooting complex 
issues, researching new technologies, or 
preparing a technical report. The Analyst 
agent transforms complex operational 
data, such as system logs, ticket volumes, 
or network performance metrics, into 
clear, actionable insights and visualizations 
directly within Excel. These tools move 
beyond simple information retrieval, 
providing your team with a powerful 
engine for proactive monitoring and data-
driven decision-making.
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Foundational AI in Action:  
IT Use Cases

The immediate impact of foundational AI 
is the elimination of work about work, 
freeing your IT team to focus on high-
value engineering and strategic projects.

	▪ For Project Planning:  
Before a major infrastructure upgrade, 
an IT project manager can ask Microsoft 
365 Copilot to "Create a project plan for 
the installation of a new network security 
product, based on industry best practices." 
This provides a comprehensive first draft 
in seconds, replacing hours of manual 
planning. 

	▪ For Incident Response:    
When a service disruption occurs, a 
support engineer can use Microsoft 365 
Copilot to quickly "Summarize all user 
reports and system alerts from the last 
hour related to the CRM outage." This 
accelerates the diagnostic process by 
providing a consolidated view of the 
incident's scope and impact.

The IT Impact Level 1:  
Foundational AI

Why This Matters for Your Department

Accelerated Troubleshooting – Empowers 
every IT professional to automate the initial 
research and data gathering phase of incident 
response, leading to faster problem identification.

Faster Project Planning – Allows project 
managers to quickly generate comprehensive 
first drafts of project plans, technical reports, 
and presentations.

Improved Documentation – Ensures that 
outage notifications, compliance reports, and 
technical documentation are drafted with 
greater speed and consistency.

Strategic Focus – Reduces time spent on 
routine administrative work, allowing skilled IT 
professionals to focus on architecture, security, 
and complex engineering challenges.
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Level 2: Extending 
Capabilities with 
Out-of-the-box 
Solutions
Integrating AI for Streamlining  
Service Desk Operations

The next level of transformation involves 
leveraging specialized, pre-built AI solutions 
that deliver immediate, high-impact results 
for core IT functions. This allows you to gain 
deeper insights into your operational health 
without extensive custom development. 
By integrating AI that can reason over 
data from critical systems like your IT 
Service Management (ITSM) platform (e.g., 
ServiceNow), you provide your support 
engineers and operations teams with a more 
holistic and real-time view of incidents, user 
history, and system status.

A Quick Win with a Specialized IT Solution

A quick win for any IT department is 
accelerating incident resolution time. For 
example, instead of an IT support engineer 
manually cross-referencing a user's ticket 
in ServiceNow with their device compliance 
status in Intune and their recent activity 
in Microsoft 365, they can directly query 
an integrated Copilot. The AI can instantly 
synthesize this information, flag that the 
user's device is non-compliant, and pull the 
exact remediation steps from a knowledge 

The IT Impact Level 2:  
Specialized Solutions

Why This Matters for Your Department

ITSM Integration – Gains real-time insights  
from your central ticketing and service manage-
ment systems without requiring engineers to 
constantly switch between applications.

Reduced Mean Time to Resolution (MTTR) –  
Dramatically reduces the time it takes to 
diagnose and resolve common user incidents, 
a critical service desk metric.

Improved Employee Experience – Provides 
faster, more accurate support to the entire 
organization, reducing employee downtime  
and frustration.contract comparison.

Scalable Efficiency – Extends AI benefits across 
the entire service desk and operations teams 
without requiring extensive custom development.

base article. This provides a complete 
diagnostic picture on demand, bridging 
the gap between disparate IT systems and 
dramatically accelerating troubleshooting.
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Level 3: Building 
the Future with 
Agentic AI (Copilot 
Studio)
The ultimate stage of transformation is 
empowering your organization to build its 
own intelligent agents. You move from using 
AI as an assistant to deploying it as a digital 
workforce. Microsoft Copilot Studio provides 
the platform to create custom agents that 
can reason, plan, and act on your behalf.

The Power of Intelligent Agents for IT

An intelligent agent is an AI designed 
to autonomously manage a process 
or workflow to achieve a specific goal. 
Grounded in your unique business data – 
from Microsoft Graph and system logs to 
external knowledge bases – these agents 
can execute multi-step tasks, interact with 
other systems, and learn over time. For 
the IT department, this means you can 
delegate complex, recurring processes like 
user provisioning, vulnerability scanning, 
or initial incident triage to an AI, confident 
that it will be executed consistently, 
accurately, and efficiently.

The Helpdesk Triage & Self-Service 
Agent: A Concrete Pattern for IT

Consider the constant flow of tickets into 
the IT service desk. Many are repetitive, 

low-complexity issues that consume 
valuable engineer time.

Now, imagine the Helpdesk Triage & Self-
Service Agent, a custom agent you task 
with the goal: "Manage all incoming Level 1 
support tickets."

	▪ It Acts: When a new ticket is created in your 
ITSM system (e.g., ServiceNow), the agent is the 
first responder. It accesses the ticket details and 
user information. 

	▪ It Reasons: It analyzes the user's request to 
understand their intent. It cross-references the 
issue against a knowledge base of common 
problems and solutions. If it identifies a known 
issue with a documented fix (like a password 
reset or software access request), it determines 
that it can resolve the ticket without human 
intervention. 

	▪ It Creates: For self-service issues, the agent 
provides the user with step-by-step instructions 
and a link to the relevant knowledge base 
article, then closes the ticket. For more complex 
issues it cannot solve, it automatically enriches 
the ticket with initial diagnostic data and routes 
it to the appropriate Level 2 support queue. 

This is the power of agentic AI. It doesn’t 
just help your team work faster; it creates 
a 24/7, intelligent front door for your 
entire IT support operation. It deflects a 
significant portion of your ticket volume, 
allowing your skilled technicians to focus 
exclusively on complex problems that 
require human expertise.
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The IT Impact Level 3: Agentic AI

Why This Matters for Your Department

What Is an AI Agent,  
and How Does It Work?

Get the essential guide here . Take a 
look at what defines an AI agent and how 
it automates complex business processes.

Automated Ticket Deflection – Autonomously 
resolves a high volume of common, low-
complexity support tickets, directly reducing 
the burden on your service desk.

24/7 Self-Service for Employees – Provides 
instant support to employees around the 
clock, dramatically improving their experience 
and reducing downtime.

Intelligent Triage and Routing – Ensures 
that complex issues are automatically enriched 
with data and sent to the correct support team 
faster, reducing overall incident resolution time.

Strategic Resource Allocation – Frees up highly 
skilled IT professionals from Level 1 support 
to focus on high-value projects, infrastructure 
improvements, and critical security tasks.
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Part III 
– 

The Execution:  
Govern, Measure, and Scale 

Your AI Transformation
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With the strategy defined, this section 
is your execution guide. It provides the 
actionable framework to govern, measure, 
and scale your AI transformation, turning 
the promise of AI into tangible, secure, 
and measurable results.

Govern with 
Confidence
Embracing AI transformation at enterprise 
scale requires an unwavering foundation of 
trust, a principle that sits at the very core of 
the IT function. As a leader, your first and 
most critical task is to establish a robust 
governance framework that empowers 
innovation while rigorously safeguarding 
your organization's digital estate. This is 
not about creating restrictive barriers; it 
is about building the secure "rules of the 
road" that give your business the confidence 
to experiment, innovate, and fully leverage 
the power of AI. By leading with a clear, 
proactive governance strategy, you are not 
just mitigating risk; you are building the 
very foundation upon which sustainable AI 
adoption and success are built.
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A Strategic View on Security, Privacy, 
and Compliance for Legal

For an IT leader, AI governance is a strategic 
imperative. The speed and scale of AI amplify 
the importance of protecting sensitive data 
and maintaining control over the entire 
technology ecosystem. You are ultimately 
accountable for the security and integrity of 
the company's data, and your role is to drive 
a culture where security and innovation are 
treated as two sides of the same coin. The 
rise of "shadow AI", employees using non-
sanctioned tools, makes a centrally governed 
platform essential.

Microsoft 365 Copilot is built on a principle 
of security by design. It is not a separate 
system with its own set of rules; it inherits 
your existing, trusted Microsoft 365 security, 
compliance, and privacy policies. This is a 
crucial point for IT oversight:

	▪ Permissions are Respected: Microsoft 
365 Copilot respects your established 
permissions and access controls. A user 
can only access information through 
Copilot that they are already authorized 
to see. This prevents data leakage and 
ensures the principle of least-privilege 
access is maintained across the entire 
organization. 

	▪ Data Privacy is Paramount: Your 
organizational data, including prompts 
about system architecture or the content 
of security reports, is not used to train 
Microsoft's foundation models. Your data 
remains yours, private and protected 
within your tenant. 

By understanding and articulating these 
principles, you can confidently address 
concerns from other business leaders and 
ensure that the organization's AI journey is 
secure from the start.
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The Copilot Control System: A 
Framework for Departmental Oversight

As the leader of the IT function, you 
require centralized oversight. Microsoft 
has developed the Copilot Control System 
to provide exactly that. This dedicated 
framework within the Microsoft 365 
admin center is your command center for 
managing AI adoption effectively across 
the enterprise. For an IT leader, this means 
you can:

	▪ Managed Agent Lifecycles: You have full 
visibility into the deployment, access, and 
retirement of all AI agents used within 
the company, ensuring that any agent is 
approved, secure, and properly governed. 

	▪ Enforced Data Policies: Apply consistent 
security and data handling policies to 
all AI interactions, ensuring the entire 
organization's compliance posture is 
upheld. 

	▪ Monitored Usage and Health: Gain clear 
visibility into how Microsoft 365 Copilot 
and agents are being used. This allows you 
to track adoption, identify security risks or 
compliance issues, and manage the overall 
health of your AI ecosystem. 

The Copilot Control System provides 
you with the tangible assurance that 
your department's use of AI is being 
managed responsibly, transparently, and 
in full alignment with your governance 
requirements. in full alignment with your 
governance requirements.

The IT Guide 21



Call to Action:  
The Security for AI Assessment

To move forward with confidence, your 
first strategic action is to gain a clear 
understanding of your organization's current 
security posture in the context of AI.

Microsoft offers a Security for AI 
Assessment designed specifically to help 
you identify potential risks and receive 
actionable, prioritized recommendations 
for strengthening your AI environment. 

Use the following checklist to guide your 
team's efforts and to report back to fellow 
business leaders.

	▪ Action Item: Schedule the Security for 
AI Assessment to get a detailed report 
on your organization's readiness for 
enterprise-wide AI. 

	▪ Action Item: Lead a review of all current 
data access and permission policies to 
ensure they are "AI-ready" and enforce the 
principle of least privilege. 

	▪ Action Item: Establish the definitive 
process for reviewing and approving all 
new AI agents within the Copilot Control 
System before they are deployed. 

	▪ Action Item: Confirm that your 
organization's data loss prevention (DLP) 
policies are configured to effectively 
cover AI-generated content and 
responses. 

Completing this assessment provides a 
clear, data-driven starting point for your 
governance strategy, ensuring that your 
organization's AI transformation is built on 
a secure and resilient foundation.
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For every $1 a company invests 
in generative Al, the return on 
investment (ROI) is $3.7x$

Measure for 
Impact
In the era of AI, intuition and anecdotal 
evidence are no longer sufficient to 
justify strategic investments. As an 
IT leader, your ability to quantify the 
impact of your AI transformation on 
operational efficiency, security posture, 
and employee satisfaction is paramount. 
To move beyond qualitative benefits to 
hard, measurable outcomes, you must 
establish a clear framework. By defining 
Key Performance Indicators (KPIs), you 
can demonstrate the tangible return on 
investment (ROI), build a compelling 
business case for scaling your efforts, 
and steer your organization's AI journey 
with data-driven precision. Measuring for 
impact is how you translate the promise 
of AI into a language the entire business 
understands: results.

Quantifying AI’s ROI for the IT 
Department

Frontier Firms that successfully implement 
a structured AI transformation strategy 
report a 3.7x ROI for every $1 invested**, 
a figure that speaks to the profound 
business impact of this technology. For 
IT, the return on investment from AI 
extends far beyond simple time savings. 
It manifests as reduced operational costs, 
a stronger security posture, and a better 
digital experience for all employees.

** �IDC’s 2024 AI opportunity study:  
Top five AI trends to watch – The Official Microsoft Blog

Your role is to champion a measurement 
mindset within your department. Identify 
the core IT objectives AI should impact 
and delegate the tracking of metrics that 
show that influence. For example, when the 
goal is to improve the service desk, ensure 
measurement covers not only the number 
of tickets deflected by AI but also the 
improvement in Mean Time to Resolution 
(MTTR) and the corresponding increase in 
employee satisfaction scores. This approach 
connects AI adoption directly to core 
operational and business outcomes.
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Your IT KPI Dashboard

To operationalize this measurement 
strategy, establish a IT KPI Dashboard. 
This serves as your centralized view of the 
AI transformation's progress within your 
department. Your role is to define these 
KPIs, assign ownership for their tracking, 
and establish a regular review cadence.

Here are four examples of KPI tiles that 
belong on an IT leader's dashboard. Use 
these as a blueprint to delegate and 
monitor the success of your AI initiatives.

KPI Tile 1: IT Ticket Resolution Time

Description: Measures the Mean Time to 
Resolution (MTTR) for common IT support 
tickets, comparing those handled with AI 
assistance versus those handled manually.

Why It Matters: A significant reduction in MTTR 
is a direct indicator of increased operational 
efficiency. It proves that AI is successfully 
accelerating troubleshooting, providing 
instant access to knowledge base articles, and 
empowering your support team to resolve 
issues faster.

Owner to Delegate: Head of IT Service 
Management / Service Desk Manager

Review Cadence: Monthly / Quarterly
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KPI Tile 2: Self-Service Resolution Rate

KPI Tile 3: Security Incident Response Time

KPI Tile 4: Application Modernization 
Velocity

Description: Tracks the percentage of employee 
IT issues that are resolved through AI-powered 
self-service tools (like an FAQ agent) without ever 
creating a ticket that requires human intervention.

Description: Measures the time from the initial  
detection of a potential security threat to its  
successful containment and remediation, com-
paring AI-assisted responses to manual ones.

Description: Tracks the time and resources 
required to complete key phases of legacy 
application modernization projects, such as 
code conversion, debugging, and testing, when 
using AI-powered developer tools.

Why It Matters: This KPI directly quantifies the 
impact of AI on reducing your team's workload. 
A high self-service rate demonstrates that 
you are successfully deflecting high-volume, 
low-complexity issues, freeing up your skilled 
technicians for more critical tasks.

Why It Matters: This metric demonstrates AI's 
ability to augment your security operations. 
A reduction in response time shows that AI 
is effectively synthesizing threat intelligence, 
automating initial triage, and providing analysts 
with the context needed to act faster, thereby 
strengthening your overall security posture.

Why It Matters: This KPI directly measures 
AI's impact on reducing technical debt 
and accelerating digital transformation. It 
provides hard evidence that AI is making your 
development teams more efficient, allowing 
you to modernize your application portfolio 
faster and at a lower cost.

Owner to Delegate: Head of Digital Workplace 
Experience / IT Operations Lead

Owner to Delegate: Chief Information Security 
Officer (CISO) / Head of SecOps

Owner to Delegate: Head of Application 
Development / Enterprise Architect

Review Cadence: Monthly

Review Cadence: Per Incident / Quarterly

Review Cadence: Per Project / Quarterly

By actively monitoring your KPI dashboard, 
you move from leading by intuition 
to leading by insight. You gain a clear, 
quantifiable understanding of your AI 
transformation's progress, enabling you to 
celebrate successes, address challenges, 
and confidently steer your department 
toward its future as a strategic driver of 
the Frontier Firm.
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Master the Tools
The most powerful AI is only as effective 
as the instructions it receives. As an IT 
leader, you don’t need to be a prompt 
engineering expert; instead, your role 
is to promote effective AI interaction 
across your department. Your ability to 
model and communicate how to ask clear, 
context-rich, and goal-oriented questions 
will determine the quality and relevance 
of the insights, code, and documentation 
your teams generate.

Next, we will provide you with a 
framework for strategic delegation in the 
age of AI. The following cheat sheet is a 
tool for you to understand, model, and 
distribute to your teams. By establishing 
these principles as the standard for AI 
interaction, you ensure your department 
unlocks the full potential of its AI tools and 
maximizes the return on your technology 
investment.
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The Prompting Cheat Sheet: Mastering 
Your AI Assistant

Effective prompting is a structured 
conversation. To move from simple 
answers to strategic IT solutions, all 
requests should be built on a foundation 
of clear principles. Use this cheat sheet 
as a framework for crafting prompts that 
deliver high-value results.

The Six Principles of Strategic Prompting

1. Assign a Role (The Persona) 
Instruct the AI to adopt a specific persona. 
This frames the entire interaction. For 
example: "Act as a senior cybersecurity 
analyst," or "Write as a network architect 
designing for resilience."

2. State Your Strategic Intent (The Goal) 
Begin by clearly defining the technical 
objective. Don't just ask for a script; ask for 
"a PowerShell script to automate new user 
provisioning."

3. Provide Critical Context (The Why) 
Explain the background and the 
environment. Is this for a production cloud 
server or a local development machine? 
Is the audience for this report a technical 
peer or a non-technical business leader?

4. Ground Your Request in Data (The Source) 
The most powerful AI responses are 
grounded in specific data. Reference 
system logs, technical documentation, or 
project plans using the / command (e.g., /
Server_Error_Logs.txt or /Deployment_Plan_
v2.docx).

5. Define the Desired Output (The Format) 
Be explicit about the required structure. 
Specify the desired format (e.g., "a step-
by-step troubleshooting guide," "a YAML 
configuration file," "a comparison table of 
two cloud services"), tone, and any specific 
technical constraints.

6. Iterate and Refine (The Conversation) 
The first prompt is the start of a conversation. 
Use follow-up commands to refine the 
output. Ask the AI to "refactor this code for 
better performance," "explain the security 
implications of this script," or "add error 
handling to the previous code."
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Exercise: Crafting a Technical 
Troubleshooting Prompt

Consider how you would delegate the 
task of troubleshooting a recurring system 
error.

The Weak Prompt (Before): 
"Why is the server crashing?"

This prompt is too vague and lacks the 
context needed for a useful technical 
answer.

The Strategic Prompt (After): 
"Act as a senior systems administrator. 
(Persona) Analyze the attached server error 
logs /Server_Crash_Log_11-28.txt. (Source) 
Based on these logs, provide a bulleted 
list of the three most likely root causes for 
the recurring application failure. (Intent & 
Format) For each potential cause, suggest a 
specific diagnostic command to run. (Format)"

This strategic prompt delegates the initial 
phase of diagnosis, providing a structured, 
actionable starting point for an engineer 
to solve the problem faster.
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Boost Your 
Efficiency with AI 
(Practice Scenarios)
Putting Theory into Practice: Your First 
AI-Powered Actions

Strategy is realized through action. The 
most effective way to drive AI adoption is to 
demonstrate immediate, tangible value. This 
section provides a blueprint of high-impact 
scenarios that you can delegate to your IT 
team. These are not just exercises; they are 
foundational building blocks for a new, more 
efficient way of working.

Encourage your team members to complete 
these tasks. They are designed to build the 
"muscle memory" required to operate in 
an AI-powered environment, save valuable 
time on routine IT work, and inspire them 
to discover their own AI-driven efficiencies. 
These quick wins are the key to building 
momentum for your broader transformation 
agenda.

Exercise: Creating a Project Plan

The Challenge: Manually creating a 
comprehensive project plan for a new software 
deployment or infrastructure upgrade, including 
timelines, risk assessment, and stakeholder 
communication, is a time-consuming process.

The Value: Instantly generate a structured, 
first-draft project plan based on industry best 
practices, allowing your project managers to 
focus on refinement and execution rather than 
starting from scratch.

The Method: 

1.	 Open Copilot Chat.

2.	Formulate a specific, goal-oriented prompt: 
"Create a project plan for the installation of a 
new network security product in a corporate 
network, based on IT industry guidelines."

3.	Refine the plan with specific details: "Add a 
section for 'Testing and Quality Assurance' 
and break down each point of the plan into 
several detailed steps."

Your Move: Make this the standard first step for 
your project management office (PMO) when 
initiating any new IT project.
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Exercise: Generating a Business 
Presentation from a Project Plan

Exercise: Summarizing Emails for 
Customer Reports

The Challenge: Translating a dense, technical 
project plan from a Word document into a 
clear and convincing PowerPoint presentation 
for non-technical business leaders is a manual 
and often difficult task.

The Challenge: After a project implementation,  
compiling customer feedback and internal 
team communications from various emails 
to create a final report is a tedious, manual 
process.

The Value: Automate the creation of a 
professional presentation directly from your 
project plan. This ensures that key milestones, 
objectives, and timelines are communicated 
clearly to stakeholders, saving hours of 
content transfer and design work.

The Method: 

1.	 Open a blank presentation in PowerPoint.

2.	In the Copilot pane, select : "Create 
presentation from file."

3.	Reference your project plan: "Create a 
presentation based on the attached project 
plan /Contoso_CipherGuard_Plan.docx. Add a 
Q&A slide at the end." 

Your Move: Task your project managers with 
using this method to generate their initial 
drafts for all project stakeholder briefings.

The Value: Instantly synthesize all relevant 
communications related to a project. AI can 
extract key feedback points, decisions, and 
action items, creating a comprehensive summary 
that accelerates the report-writing process.

The Method: 

1.	 Open Copilot Chat in Teams.

2.	Prompt Copilot with a clear request: 
"Summarize all my emails and chats from  
the last 60 days related to the 'Fabrikam  

VPN Project'."

3.	Ask clarifying questions to structure the 

report: "Create a list of all positive customer 

feedback mentioned and a separate list of any 

unresolved technical issues."

Your Move: Implement this as the standard 
procedure for your client engagement or 
service delivery teams to prepare for post-
project reviews.
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Exercise: Creating IT Compliance 
Reports

Exercise (Agentic): Automating a  
Weekly Outage Communication Draft

The Challenge: Creating a formal IT 
compliance report after an audit requires 
synthesizing findings, risk assessments, and 
action items from multiple source documents 
into a structured report.

The Challenge: During a service outage, the IT 
team is focused on fixing the problem. Drafting 
timely, clear communication for affected users 
is often a secondary, manual task.

The Value: Use AI to rapidly assemble a first 
draft of a compliance report, pulling relevant 
data from audit notes, presentations, and 
checklists. This ensures consistency and 
dramatically reduces the administrative burden 
of report creation.

The Method: 

1.	 Start a new document in Microsoft Word.

2.	In the Copilot prompt, state the goal and 
reference your source files: "Create an IT 
compliance report by summarizing the key 
findings from /IT_Audit_Notes.docx and the 
action items from /Audit_Review.pptx."

3.	Refine the content: "Create a table that 
assesses the compliance risks you found, 
ranked from high to low."

Your Move: Delegate this to your compliance or 
internal audit team to streamline their reporting 
process.

The Value: Create a reusable "agent" that can be 
deployed instantly to draft professional outage 
communications. This ensures that users receive 
fast, consistent, and empathetic updates, freeing 
up the technical team to focus on the resolution.

The Method: 

1.	 Craft a master prompt in Copilot Chat using 
placeholders: "Draft an outage notification 
for our users regarding the [Service Name] 
service. State that we are aware of the issue 
and are actively investigating. The tone 
should be professional and reassuring. Do not 
promise a specific resolution time."

2.	Use the "Save this prompt" feature and give 
it a clear name, like "Outage Comms Agent."

3.	Deploy the saved prompt the moment an 
incident is declared to get an instant first 
draft.

Your Move: Make this saved prompt a 
standard tool for your incident response team.
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Exercise (Agentic): Creating a  
"Software Provisioning Request Agent"

The Challenge: Fulfilling new software 
requests requires a support engineer to 
manually verify a user's role and license 
eligibility before provisioning the software, a 
repetitive and time-consuming ticketing task.

The Value: Delegate the initial information-
gathering step to an AI agent. Ensure that when 
a ticket is created, it is automatically enriched 
with the necessary information for the engineer 
to act immediately.consistency with zero manual 
review time.

The Method: 

1.	 Craft a master prompt in Copilot Chat:  "A 
new request has come in for [Software Name] 
from [User Name]. Please look up this user's 
role and department, and confirm if their role 
is on the approved list for this software in the /
Software_Policy.docx document."

2.	Integrate this prompt into your ITSM 
workflow (via Power Automate) to run 
automatically when a new software request 
ticket is created.

3.	The AI's response is then automatically added to 
the ticket notes for the engineer to review.

Your Move: Task your service desk lead with 
exploring this automation to reduce the manual 
work associated with software request tickets.
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Scale: Get Your 
Business Ready 
for AI
You have governed with confidence, 
measured for impact, mastered the tools, 
and implemented with purpose. The 
initial wins are on the board. The final 
and most crucial step is to transform 
these early successes into sustainable, 
enterprise-wide momentum. This is 
where you scale the transformation, 
moving your organization from pockets 
of AI excellence to becoming a true 
Frontier Firm. This phase is not an 
endpoint; it is the launchpad for a new 
cycle of continuous improvement and 
innovation, led by you.

The “Frontier Starter” Program:  
A 6-Week Pilot Plan

The most effective way to scale is to build 
on proven success. The "Frontier Starter" 
Program is a structured, six-week pilot 
designed to create a powerful business 
case for broader AI adoption. It provides 
a low-risk, high-impact framework for you 
to delegate, demonstrate value, and refine 
your rollout strategy.

Weeks 1–2: Identify & Enable

	▪ Your Action: Select a specific team within 
IT (e.g., the Service Desk, the Cloud 
Operations team) where AI can address 
a clear, high-volume pain point. Enable 
Microsoft 365 Copilot for all participants. 

	▪ Your Goal: Define clear success metrics 
for the pilot, aligning with the KPIs from 
your dashboard (e.g., reduce Mean Time 
to Resolution for Level 1 tickets by 20%, 
decrease time spent drafting compliance 
reports by 40%). 
 
 

Weeks 3–4: Pilot & Learn

	▪ Your Action: Empower the team to 
actively use Microsoft 365 Copilot in their 
daily workflows. Your role is to encourage 
experimentation and establish a feedback 
loop, such as a dedicated Teams channel, 
to capture real-time learnings, challenges, 
and unexpected wins. 

	▪ Your Goal: Oversee the gathering of both 
quantitative usage data and qualitative 
feedback on how AI is changing IT 
processes and solving technical problems. 
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Weeks 5–6: Measure & Plan

	▪ Your Action: Lead the analysis of 
the pilot's results against the success 
metrics. Synthesize the data into a 
concise business case highlighting the 
ROI, operational efficiency gains, and 
impact on employee satisfaction. 

	▪ Your Goal: Present this data-driven 
business case to senior stakeholders to 
secure buy-in and resources for a broader 
rollout of AI tools across the entire IT 
function and the wider organization. 
 

This structured pilot program transforms 
the abstract potential of AI into a concrete, 
undeniable business asset. 

Driving Cultural Shifts, AI Literacy,  
and Skilling within IT 
 
Technology is only the enabler; your 
people are the engine of transformation. 
As an IT leader, scaling AI successfully is a 
core change management challenge. Your 
role is to cultivate an environment where 
your IT professionals and AI work together 
seamlessly to drive business value.

	▪ Lead by Example: Actively use Microsoft 
365 Copilot in your own workflow for 

tasks like creating project plans or drafting 
strategy documents. When your team 
sees you embracing the tools, it signals 
that AI is a strategic priority. 

	▪ Foster Psychological Safety: Encourage 
experimentation. Not every AI-generated 
script will be perfect on the first try. 
Create a culture where learning from 
these interactions is valued, and where 
engineers feel empowered to use AI as a 
co-programmer and accelerator, not an 
infallible authority. 

	▪ Champion Continuous AI Literacy 
and Skilling: Frame AI training not as 
a one-time event, but as an ongoing 
professional development commitment. 
The technology will evolve, and your 
team's skills must evolve with it. Support 
peer-to-peer learning, establish "AI 
champion" networks, and celebrate 
engineers who develop innovative 
automations. 

	▪ Communicate the “Why”: Consistently 
communicate the strategic vision. 
Emphasize that the goal is to augment 
the expertise of your technical staff, 
eliminate low-level, repetitive tasks, 
and free them up for the complex 
architecture, security, and engineering 
challenges that drive real innovation.
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Resource Guide: A Launchpad for 
Continued Success

Your journey to becoming a Frontier 
Firm is a continuous one. The following 
resources are designed to support your 
department at every stage. Use this guide 
as a launchpad for the next phase of your 
AI transformation.

This is your primary resource for driving 
successful adoption. It contains best 
practices, training materials, and change 
management templates to help you 
align Microsoft 365 Copilot with your 
department's strategic priorities.

The Copilot Success Kit 

Stay ahead of the curve with the latest 
research and insights on the future of work 
and generative AI. Use these findings to inform 
your operational and workforce strategies.

Microsoft WorkLab 

Provide your teams with structured learning 
paths to build deep skills in Microsoft 
365 Copilot, Copilot Studio, and other AI 
technologies.

Microsoft Learn 

Share the other guides in this series with 
your fellow leaders to foster a consistent, 
enterprise-wide approach to AI 
transformation.

The AI Transformation Guide Series 

This strategic guide will help you and your 
fellow leaders make sense of your options, 
from assistants and agents to custom AI. 

The Business Guide to AI Solutions 

© 2025 Microsoft. All rights reserved. Names and products of other 
companies may be registered trademarks of their respective rights holders. 
This document is provided as is. The views and information contained in this 
document (including URLs and other references to websites) may change 
without prior notice. You assume all risks associated with its use. This 
document does not grant you any intellectual property rights to any Microsoft 
product. You may copy and use this document for internal reference purposes. 
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What is an agent?
An agent uses AI to automate and execute business 
processes, working alongside or on behalf of a 
person, team or organization.  

Agents vary in levels of 
complexity and capabilities 
depending on your need
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i

Simple Advanced

Retrieval Task Autonomous

Retrieve 
information from 
grounding data, 

reason, summarize, 
and answer user 

questions

Take actions when 
asked, automate 
workflows, and 

replace repetitive 
tasks for users

Operate 
independently, 

dynamically plan, 
orchestrate other 
agents, learn and 

escalate

How do I connect to the 
corporate network?

IT Helpdesk agent

The agent has identified 
new support issues and 
triaged to other agents.

Customer Support agent
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Review outstanding open 
PO’s and begin financial 
planning

Budget Manager agent

Unlock new business 
value

Build new experiences 
for new problems

Optimize your existing 
business processes

Build new experiences
for existing problems

Enable every function 
and department

Enhance your current 
experience

Operations 
Agent

HR
Agent

Contract
Agent

function and team
Solutions for every

Trigger Instruction Plan Outcome

Orchestration

The agent automatically
reacts to triggers

The agent follows instructions 
provided by the maker

The agent takes action using 
your data and systems

The agent generates a 
response

Instructions
• The goal is to help customers with product 

questions, refunds and replacements.
• If the customer is struggling with the product and 

asked for a refund, proactively provide relevant 
product guides and information to help them.

• Search for information on the customer in internal 
systems.

• For returns and replacements, perform a check on 

….

Get CRM record

Update CRM record

Get order history

Create file

Message in Teams

I have received a refund 
request that is over $200 and 
requires your approval.

Returns agent   9/1   2:24 PM

Tell your agents when to act Design your agents’ behavior Connect your agents to
knowledge and applications Deploy agents to your channels

Natural language

Pre-built templates

Visual canvas

Code

Build the way you wantWhen an item is created
SharePoint

When a record is modified
CRM

When a new email arrives
Office 365 Outlook

Microsoft 
Graph
Productivity 
data (M365)

Microsoft 
Dataverse
Business data

Data 
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External 
systems

Microsoft 
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Analytics

When a new hire starts
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Schedule
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Build your own 
network of agents

No infrastructure 
management

Granular
governance controls

Enterprise data 
protection

Streamlined lifecycle 
management

A secure,
trusted platform

Microsoft Copilot Studio

Copilot Studio platformAgent builder Copilot Studio + Azure AI

End users can extend Microsoft 365 Copilot in Business Chat All makers can start in an end-to-end web platform Developers can seamlessly integrate with Azure

Appendix

Back to Part II
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